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CO nt rO I SentinelOne
- Complete

E xecu t ive Sen'tineIOn.e offersa §ingle au’Fonomous agen.t combini'ng EPPand
ActiveEDR in three different tiers for customized requirements.

S umima ry SentinelOne Core has all the endpoint security essentials including

prevention, detection, and response.

SentinelOne Control adds desired security suite features, like device

control and endpoint firewall control. It also adds full remote shell

execution to ease IT overhead and provide uncharacteristic levels of

granular control for managing endpoints.

SentinelOne Complete adds the Deep Visibility Threat Hunting module

for advanced forensic mapping, visibility, and nuanced response capability

for the enterprise SOC or interested technology professional.
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The SentinelOne Endpoint Protection Platform unifies prevention,
detection, and response in a single purpose-built agent powered by machine
learning and automation. It provides prevention and detection of attacks
across all major vectors, rapid elimination of threats with fully automated,
policy-driven response capabilities, and complete visibility into the
endpoint environment with full-context, real-time forensics.
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SentinelOne

Core

Made for every organization that wants top-notch protection without the hassle of complex
management or the need for highly skilled security analysts. SentinelOne consolidates
attack prevention, detection, response, and recovery into a single agent that protects
Windows, Mac and Linux. SentinelOne “Core” is the bedrock of our platform.

SentinelOne Core features include:

e Endpoint Prevention (EPP) to stop a wide range of malware, Trojans, hacking tools,
and ransomware before they start

e ActiveEDR Basic for Detection & Response (EDR) works in real time with or without
cloud connectivity. ActiveEDR detects highly sophisticated malware, memory
exploits, script misuse and other fileless attacks as they attempt to do damage.
ActiveEDR responds at machine speed to autonomously contain damage

e ActiveEDR recovery gets users up and running in minutes and includes 100%
remediation as well as rollback for Microsoft Windows

SentinelOne

Control

Made for organizations seeking best-of-breed security found in SentinelOne Core with the
addition of security suite features that streamlines granular endpoint management.

SentinelOne Control features include:

e All SentinelOne Core features

e Device Control for policy-based control of all USB device peripherals

e Firewall Control for policy-based control of network connectivity to and from assets,
including location awareness

¢ Vulnerability Management, in addition to Application Inventory, for insight into 3rd
party apps that have known vulnerabilities mapped to the MITRE CVE database

¢ Full Remote Shell capability for direct endpoint access by incident responders and
forensics personnel




SentinelOne

Complete

Made for enterprises that need modern endpoint security and control plus threat hunting
options for the SOC. SentinelOne Complete fulfills the needs of security administrators, SOC
analysts, and Incident Responders. The most discerning global enterprises run SentinelOne
Complete for their unyielding cybersecurity demands.

SentinelOne Complete features include:

e AllSentinelOne Core + SentinelOne Control features

e ActiveEDR Advanced adds visibility of all benign data

e ActiveEDR Advanced adds enterprise threat hunting. SentinelOne differentiates with
ease-of-use personified by the active nature of the solution in autonomously
responding to attacks. All OS stories are automatically contextualized with S1’s
patented TrueContext function, saving analysts tedious event correlation tasks and
getting them to the root cause fast.

We know that managing enterprise assets and the threats against them takes a toll on your
team. SentinelOne’s Vigilance is an optional and supplemental Managed Detect and
Respond (MDR) services

offering. Vigilance complements your team and SOC, providing 3 levels of 24x7x365
service:

e Vigilance Monitor: Empower and accelerate your security team with expert advice

e Vigilance Respond: Ensure business continuity and network hygiene in near real-time

e Vigilance Deploy: Designed for customers seeking a quick start, Vigilance Deploy
spans the first 90 days of your SentinelOne deployment




FEATURE

Endpoint
Protection

Response

ActiveEDR

Suite Features

EDR/Threat
Hunting

Control

Static Al

Behavioral Al

Documents, Scripts

Fileless, Exploits

Lateral Movement

Remediation and
Rollback
Network Quarantine

Full Remote Shell

Device Control

Firewall Control

Vulnerability Management

Attack Storyline

Deep Visibility
(Including Encrypted Traffic)

TrueContext Threat Hunting

Complete



Bedankt voor
Uuw interesse in
SentinelOne!

Hopelijk heeft dit document u de benodigde informatie en inzicht gegeven waar u op
zoek naar was.

Wilt u meer informatie over SentinelOne? Hier hebben we nog meer voor u:

» SentinelOne whitepapers en e-books
» SentinelOne videos

Andere tools die uw organisatie
weerbaarder maken

ProteQtor IT Security is niet alleen reseller partner van SentinelOne, maar biedt nog
meer cybersecurity tools aan om uw organisatie zo weerbaar mogelijk te maken.

Hieronder tools die wellicht interessant zijn ter bescherming van uw organisatie:

» Bescherm smartphones en tablets met Lookout mobile security

» Beveilig uw e-mail met Proofpoint email security

» Train uw medewerkers met laagdrempelige Wizer security awareness trainingen
» Bescherm het inloggen met Watchguard Authpoint multi-factor authenticatie
» Voorkom bezoekenaan ongewenste websites met NSOC360 Safeweb webfiltering
» Krijg inzicht in de veiligheid van uw netwerk met Guardian360 scans

» Herstel verloren data met NSOC360 Safedata online backup

() ProteQtor
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https://proteqtor.nl
https://proteqtor.nl/whitepapers/#tve-jump-16f77f6c5f9
https://proteqtor.nl/videos/sentinelone-videos/
https://proteqtor.nl/producten/lookout/
https://proteqtor.nl/producten/proofpoint-essentials/
https://proteqtor.nl/producten/wizer-security-awareness-trainingen/
https://proteqtor.nl/producten/watchguard-authpoint/
https://proteqtor.nl/producten/nsoc360-safeweb-webfiltering/
https://proteqtor.nl/producten/guardian360/
https://proteqtor.nl/producten/nsoc360-safedata-online-backup/

Laat hackers uw bedrijfscontinuiteit
niet in gevaar brengen!

Cyberaanvallen bedreigen privacy, bedrijfskritische data, de reputatie en andere
‘kroonjuwelen’ die cruciaal zijn voor de continuiteit van uw organisatie. De vraag is
allang niet meer ‘of’ uw organisatie aangevallen wordt, maar ‘wanneer’ uw organisatie
(weer) aangevallen wordt. Het is essentieel om cyberaanvallen te voorkomen en de
gevolgen van cyberaanvallen tot een minimum te beperken. Het feit dat u deze pdf
leest, toont dat u dat belang inziet.

Vanwege de grootte, de complexiteit en de diversiteit van moderne cyberaanvallen is
een multidisciplinaire aanpak nodig. We helpen u graag met praktische adviezen en

effectieve oplossingen om deze aanpak te realiseren.

Met de juiste trainingen, tools en support helpen wij u hackers het hoofd te bieden en
er voor te zorgen dat alles wat voor uw organisatie van waarde is, beschermd blijft.

Hulp nodig? Bel 088-0660770 of plan een afspraak in

{) ProteQtor

Next-Gen IT Security

Telefoon : +31(0)88 066 0770 ®
E-mail : contact@proteqgtor.nl In f

Website : protegtor.nl



mailto:contact%40proteqtor.nl?subject=
https://proteqtor.nl/?pk_campaign=wp-veiliger-thuiswerken-tijdens-coronacrisis&pk_source=pdf&pk_medium=mediafile
https://calendly.com/proteqtor/vrijblijvend-cybersecurity-adviesgesprek
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