
Executive Summary

Starting on May 25, 2018, GDPR sets strict new requirements for protection of personal data for EU residents, 
requiring all organizations that control and process PII to implement best in class technical measures to secure and 
prevent data breaches. In this document, learn:
● What is  GDPR?
● What is its impact on your network?
● How SentinelOne helps achieve GDPR compliance?

GDPR’s Impact On Organizations

Data Breach Prevention
GDPR (Articles 25 and 32) requires the implementation of effective endpoint protection solutions throughout 
organizations that can block, detect, and remediate the effects of malware infiltration through an organization's 
endpoints.  

Data Privacy
GDPR (Article 25 & 33) requires companies who collect and process PII from EU citizens to implement comprehensive 
security measures to ensure adequate protection of PII, including the implementation of advanced technical security 
measures in the course of handling PII. 

Data Security 
GDPR (Article 32) requires organizations to implement technical measures to maintain an appropriate level of security 
for processing of personal data, ensuring the ongoing confidentiality, integrity, availability, and resilience of such 
processing systems and services is maintained. 

Data Breach Notification
GDPR (Articles 33 & 34) requires covered organizations to notify a supervisory authority of data breaches within 72 
hours of becoming aware of such breaches, unless the breach is unlikely to result in a relevant risk to data subjects’ PII.  

Data Breach Assessment
GDPR (Article 33) requires controllers to conduct a data protection impact assessment for high-risk processing 
activities. These are processing activities that rely on new technologies and are “likely to result in a high risk for the 
rights and freedoms of individuals.”

Data Breach Remediation:
GDPR (Article 33) requires capabilities to remediate and mitigate the effects of a data breach. 
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How SentinelOne Helps Achieve GDPR Compliance

● Using Static and Behavioral AI, SentinelOne prevents malware attacks. Continuous
monitoring of all activity on the endpoint helps organizations proactively prevent,
identify, and contain threats. Beyond preventing breach attempts in real time,
SentinelOne helps organizations identify and contain threats, detect and eliminate
ongoing breaches, and remediate the harmful effects of existing threats. Another
aspect of proactive prevention is the isolation of a suspected endpoint by
disconnecting it from the network upon detection of a suspicious event.

Protection

Visibility ● SentinelOne’s Deep Visibility and automated EDR capabilities help customers
understand the scope, source, and automated actions taken to remediate a suspicious
event. It allows system administrators to configure specific policies for files
containing PII. If a malicious event cannot be prevented before execution,
information about the affected files will be sent to the console, enabling
administrators to be aware and to take additional action. Administrators may
configure File Integrity Monitoring to get alerts for any changes made in specific files
containing PII.

● Deep Visibility enables encrypted traffic inspection, and as such, proves to be
extremely effective in understanding phishing attempts and interactions with
external data.

Remediation ● SentinelOne leverages Static and Behavioral AI to prevent and detect threats before
they occur. If a threat is active, SentinelOne allows customers to remediate and 
mitigate the effects.  After stopping attacks, SentinelOne allows rollback of the device 
to its pre-infected state and auto-immunization of any other endpoints on the 
network from the threat.

Monitoring ● SentinelOne’s Vigilance automated SOC services offer security experts who
proactively search, investigate, and advise on threat activity in an organization’s
environment, assisting organizations in detecting data threats and providing first
response assistance as well as guidance in the event of an attack. The service helps
organizations continuously monitor their SentinelOne instance, receive alerts on
suspicious events, and execute policy-driven actions at machine speed to minimize
threats.
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https://www.sentinelone.com/platform/
https://www.sentinelone.com/why-sentinelone/
https://www.sentinelone.com/blog/deep-visibility-saves-time/
https://www.sentinelone.com/blog/cannot-stop-cannot-see-google-chrome-show-warning-non-logged-ssl-certificates/
https://www.sentinelone.com/blog/sentinelone-deep-visibility-helps-phishing/
https://www.sentinelone.com/services/


Hopelijk heeft dit document u de benodigde informatie en inzicht gegeven waar u op 
zoek naar was.

Wilt u meer informatie over SentinelOne? Hier hebben we nog meer voor u: 

» SentinelOne whitepapers en e-books
» SentinelOne videos
» Vraag een demo van SentinelOne aan

Andere tools die uw organisatie 
weerbaarder maken

ProteQtor IT Security is niet alleen reseller partner van SentinelOne, maar biedt nog 
meer cybersecurity tools aan om uw organisatie zo weerbaar mogelijk te maken.

Hieronder tools die wellicht interessant zijn ter bescherming van uw organisatie:
» Bescherm  smartphones en tablets met Lookout mobile security
» Beveilig uw e-mail met Proofpoint email security
» Train uw medewerkers met laagdrempelige Wizer security awareness trainingen
» Bescherm het inloggen met Watchguard Authpoint multi-factor authenticatie
» Voorkom bezoeken aan ongewenste websites met NSOC360 Safeweb webfiltering
» Krijg inzicht in de veiligheid van uw netwerk met Guardian360 scans
» Herstel verloren data met NSOC360 Safedata online backup

Bedankt voor 
uw interesse in 
SentinelOne!

https://proteqtor.nl
https://proteqtor.nl/whitepapers/#tve-jump-16f77f6c5f9
https://proteqtor.nl/videos/sentinelone-videos/
https://proteqtor.nl/producten/lookout/
https://proteqtor.nl/producten/proofpoint-essentials/
https://proteqtor.nl/producten/wizer-security-awareness-trainingen/
https://proteqtor.nl/producten/watchguard-authpoint/
https://proteqtor.nl/producten/nsoc360-safeweb-webfiltering/
https://proteqtor.nl/producten/guardian360/
https://proteqtor.nl/producten/nsoc360-safedata-online-backup/
https://proteqtor.nl/demo-sentinelone/
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:  +31 (0)88 066 0770
:  contact@proteqtor.nl
:  proteqtor.nl

Hulp nodig? Bel 088-0660770 of plan een afspraak in

Vanwege de grootte, de complexiteit en de diversiteit van moderne cyberaanvallen is 
een multidisciplinaire aanpak nodig. We helpen u graag met praktische adviezen en 
effectieve oplossingen om deze aanpak  te realiseren.

Met de juiste trainingen, tools en support helpen wij u hackers het hoofd te bieden en 
er  voor te zorgen dat alles wat voor uw organisatie van waarde is, beschermd blijft. 

Cyberaanvallen bedreigen privacy, bedrijfskritische data, de reputatie en andere 
‘kroonjuwelen’ die cruciaal zijn voor de continuïteit  van uw organisatie.  De vraag is 
allang niet meer ‘of’ uw organisatie aangevallen wordt, maar ‘wanneer’ uw organisatie 
(weer) aangevallen  wordt. Het is essentieel om cyberaanvallen te voorkomen en de 
gevolgen van cyberaanvallen tot een minimum te beperken. Het feit dat u deze pdf 
leest, toont dat u dat belang inziet.

Laat hackers uw bedrijfscontinuïteit 
niet in gevaar brengen!

Samen uw organisatie 
weerbaarder maken
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